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1.1 Symmetric Encryption Algorithms.

1.1 General

Symmetric encryption algorithms (ciphers) operate on plaintext string P of N bytes using key K of L bytes and producing ciphertext string C.  This operation is called encryption. There is also an opposite operation called decryption, which produces P from C and K.

There are two types of ciphers: block ciphers and stream ciphers.

Block ciphers (DES, Triple-DES and AES) split the plaintext in blocks of size B and then encrypt plaintext one block at a time. For each block the size of the resulting ciphertext block is equal to the size of the initial plaintext block. For DES and Triple-DES the block size is 64 bits (8 bytes). For AES the block size is 128 bits (16 bytes). If the length of the plaintext is not a multiple of the block size B, then additional bytes need to be added to the plaintext to make its length a multiple of B. This process is called padding. 

The mostly used padding method works as follows:

a) Take string P.

b) Append zero byte to it and continue appending zero bytes until the length of the string becomes a multiple of the block size.

c) Let the count of zeroes be X. Replace the last zero with X.

Examples: (For examples we use DES which has 8-byte block size)

If P = 12345678, then after step b) we have 1234567800000000, and after step c) we arrive at               Padded(P) = 1234567800000008

If P = 1, then after step b) we have P = 10000000 and after step c) we arrive at Padded(P) =  10000007

If P = 1234567, then after step b) we have 12345670 and after step c) we arrive at Padded(P) = 12345671

After a plaintext is padded, it can be encrypted since its length is now a multiple of the block size.

For decryption, one first decrypts the ciphertext. Then one needs to remove the padding. To do it, one first looks at the value of the last byte X and then erases X bytes from the right.
Stream ciphers (RC4) do not split the plaintext string in blocks. Instead, they read the plaintext one byte at a time, and each time output one byte of ciphertext. 

1.2 DES and Triple-DES.

DES (Data Encryption Standard) was the first non-classified US government cipher adopted in sixties. DES is a block cipher and has block size of 64 bits and key size of 56 bits. DES standard requires 64 bits to write DES key in the standard format. The first 56 bits is the actual key. The last 8 bits represent an Error Detection Code (EDC) or, in other words, a checksum, which is a simple function of the first 56 bits. If one byte of the key is corrupted, the checksum will not match, which can be used to detect key corruption. 

Triple-DES refers to encrypting the same 64-bit block using DES three times in sequence, using three different DES keys K1, K2 and K3. Decryption is then performed in the opposite sequence, first decrypting with K3, then decrypting with K2, and then decrypting with K1. Since one has to know three keys to decrypt, the effective strength of Triple-DES is 56*3 = 168 bits.

One can break encryption by trying to decrypt the ciphertext with all possible keys until the correct key is found. This is called a brute force attack. For DES this requires approximately 2^56 operations. For Triple-DES the number of operations is 2^168. Breaking DES is feasible using modern computers. A specially build DES-breaking machine broke DES in two days in 1998. It is computationally infeasible to break Triple-DES.

Sometimes one uses Triple-DES with K1 = K3. This is referred to as two-key option of Triple-DES. In this case the effective strength is 2*56 = 112 bits.

Triple-DES is an Approved algorithm for use by the US government. DES is no longer Approved, in 2005 it was removed from the Approved algorithms list. 

On a typical PC the speed of Triple-DES encryption is 2-3 MBytes per second. Specially designed chips (like the Cavium chip) can encrypt GBytes of data per second.

1.3 AES.

AES (Advanced Encryption Standard) is a new Approved US government cipher adopted in 2000, which is a modern replacement for DES. AES is a little faster and provides larger key sizes compared to DES. Similar to DES, AES is a block cipher, the block size for AES is 128 bits. AES supports three different key sizes 128, 192 and 256 bits.

1.4 RC4.

RC4 (Rivest Cipher 4) is a cipher developed by Ron Rivest at MIT. This cipher is not Approved by the US government.  The key length for RC4 is 128 bits. RC4 is widely used by three main protocols, which encrypt internet data flows. These protocols include TLS (Transport Layer Security), IPSec (Internet Protocol Security) and SSH (Secure Shell). They will be described in detail later.

1.5 Modes of operation for block ciphers.

A block cipher (such as DES, Triple-DES or AES) performs encryption one block at a time. As discussed earlier, the plaintext is normally padded before encryption to have length divisible by the block size.

Having a plaintext consisting of N blocks one has two possibilities:

1) One can encrypt each block independently.

2) One can derive more advanced schemes, where one makes encryption of the current block dependent on the results of encryption for previous blocks.

Block encryption schemes are referred to as modes of operation. DES and Triple-DES have 7 Approved modes of operation. AES has 5 Approved modes. Of these modes, only two (ECB and CBC) are used in most real-life applications.

1.5.1 Trivial mode (ECB).

Having N blocks of plaintext one can simply encrypt each block independently to get N blocks of ciphertext. This trivial method for historical reasons is referred to as
 Electronic Code Book mode (ECB).

The trivial ECB mode has two potential problems:

1. When you encrypt a particular plaintext once, and then later you happen to encrypt the same plaintext you will get the same result. This behavior is unwanted in many cases. For instance, for two encrypted social security numbers you will always be able to say whether they are the same or not. This can be viewed as an information leak.

2. A one-byte change in the plaintext will only change one block in the ciphertext. It is desirable to have a situation, where a one byte change in the plaintext will change many blocks in the ciphertext.

A general idea to fix these problems is to add a random number to the encryption procedure, and to make encryption of the current block dependent on the values of the previous blocks. This goal is achieved by other (non-ECB) modes of operation, and, in particular, by the CBC mode, which is described next.

1.5.2 CBC mode.

CBC mode (Cipher Block Chaining Mode) uses an additional random block called salt and an additional XORing operation (see later) to achieve two important properties:

1. Encryption is not deterministic – encrypting the same text twice in a row will lead to two different ciphertexts.

2. Changing one byte in the plaintext will change many blocks in the ciphertext.

CBC is the mode in which DES, Triple-DES and AES ciphers are used by most applications, such as, e.g., TLS, IPSec and SSH.

Let us now describe the internal mechanics of the CBC mode. First of all, we need to define the XOR operation.

XOR is a bit-wise operation denoted as (. XOR is defined as follows: 

1 ( 0 = 1

0 ( 1 = 1

1 ( 1 = 0

0 ( 0 = 0 

It is simple to check that XOR is equivalent to addition mod 2. Indeed, 1 + 0 mod 2 = 1, 0 + 1 mod 2 = 1, 1 + 1 mod 2 = 0, and 0 + 0 mod 2 = 0.

One can then prove the following simple properties for any bits X, Y and Z

X ( Y = Y ( X

(X ( Y) ( Z = X ( (Y ( Z)

X ( X = 0
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The last equation means that applying XOR twice will effectively revert the operation. 

One can also apply XOR to blocks of bits, this is done by applying XOR to each pair of bits. 

Example:

10100100 ( 01001011 = 11101111

Now we can define the CBC mode algorithm as follows: (encryption of a single block with key K is denoted as ENCRYPTK)

1. Generate a random block R.

2. Before encrypting the first block of the plaintext, XOR it with R. Then encrypt it. If we denote plaintext blocks as P[i] and ciphertext blocks as C[i], one will have 

               C[0] = ENCRYPTK(P[0]  ( R)

3. After this go one block at a time.

4. For each subsequent block of the plaintext, XOR it with the previous encrypted block before encryption. In other words, C[i] = ENCRYPTK (P[i]  ( C[i-1]).

The resulting ciphertext is defined as concatenation of R, C[0], C[1], C[2] ….

Now we see, that since the resulting ciphertext includes the random block R (salt), the length of the ciphertext is one block longer than the length of the plaintext.

Now let us describe the properties of the CBC mode.

1. First of all it is clear that each ciphertext block C[i] depends on the previous ciphertext block C[i-1], which in turn depends on P[i-1] and C[i-2]. One can continue this iteratively to show that the current ciphertext block C[i] depends on the value of all previous plaintext blocks and on the value of the random block R.

2. Since each time we encrypt, we generate a new value of R, encrypting the same text twice will generate two absolutely different ciphertexts.

3. Changing one byte in a particular plaintext block will change all subsequent ciphertext blocks.

Now we need to define decryption algorithm for the CBC mode. It works as follows:

1. First of all we need to decrypt the first block C[0]. Since C[0] = ENCRYPTK (P[0]  ( R), we have P[0]  ( R = DECRYPTK (C[0]). Now XORing both sides of the equation with R we get                          P[0]  = DECRYPTK (C[0]) ( R. Therefore, to decrypt the first plaintext block we decrypt the first ciphertext block, and then XOR the result with R.

2. For all other ciphertext blocks we have C[i] = ENCRYPTK(P[i]  ( C[i-1]). From this                    P[i]  ( C[i-1] = DECRYPTK (C[i]) or P[i] = DECRYPTK (C[i]) ( C[i-1]. Therefore, to decrypt the current plaintext block we decrypt the current ciphertext block, and then XOR the result with the previous ciphertext block.

This concludes the description of the CBC mode. Other Approved modes include, in particular, OFB (Output Feedback Mode) and CFB (Cipher Feedback Mode). Since they are used very rarely, they are not covered here.

2. Secure Hashes.

2.1 General.

Having a particular message, say, “Hello World!” one can assign a particular number or code to this message. Let us, for instance, assume that our code is 8 bits long, then we can assign to “Hello World!” the following code: 01001101. Then if we have another message say “Hello World!!!!!!!!”  then we can assign another code to it, say, 10001111. In general, we will have a function F(M) which will for any a message M of arbitrary length produce an 8-bit message code F(M). Since there are infinite number of messages of arbitrary length, and since there are only 2^8 possible message codes, it clear that nomatter how we define the function, we will always find two messages M1 and M2 which will lead to the same code: F(M1) = F(M2).

There are two important types of message codes: checksum and secure hash. The first type does not have security properties and belongs to general computer science, not to cryptography. 

Checksum F(M) is a simple function of the message M which essentially has only one property:

1) F(M) depends on all bytes of M.

This means, that if any byte in M will change, the checksum will also likely change. 

Example:

To construct an 8-bit checksum F(M) we can add all bytes in the message M mod 2^8. This is equivalent to first adding all bytes in M, and then taking the least significant byte of the result to be the checksum.

If, for instance, M = 01000100 00000001 11111110, then to calculate the checksum, we will have

F(M) =   (01000100 + 00000001 + 11111110)  mod 2^8 = 01000100

Checksums are usually used to detect errors in the message M. If one of the bytes in M is corrupted, the checksum will change. If the previous value of the checksum was recorded, one can then detect the corruption. Checksums are also called Error Detection Codes (EDC). The most frequently used checksum is CRC (Cyclic Redundancy Code). CRC-16 has 16 bits, while CRC-32 has 32 bits.

Checksums are very simple functions, which can be calculated very fast.  Their drawback is in many cases changing one bit in the message will only slightly change the checksum. 

For a given checksum value, it is easy to find a message which will have this checksum value. It is also easy to find two different messages that lead to the same checksum. 

Secure Hash F(M) is a message code, from which no information about the original message M can be deduced.

In particular, F(M) has the following properties:

1. F(M) depends on all bytes of M.

2. A small change to M, such as changing one bit, will completely change F(M).

3. F(M) looks like a completely random function of M.

4. It is not possible to invert F(M), which means, that for a particular X it is not feasible such F(M) that F(M) = X.

5. It is not possible to find any two M1 and M2, such that F(M1) = F(M2).

Secure Hash is also sometimes called simply hash or message digest.

2.2 SHA.

SHA (Secure Hash Algorithm) is the only secure hash algorithm Approved by the US Government. The most widely used version of SHA is SHA-1, which is a 160-bit long message code. Other versions include SHA-256, which is 256-bit long, and SHA-512, which is 512-bit long. SHA-1 is faster than Triple-DES or AES. On a typical PC one can get up 10Mbytes per second speed for calculating SHA-1 on long messages, e.g. calculating SHA-1 on a 100 MB message would take 10 seconds.

For a particular hash value X a brute force attack can be used to find such M that        F(M) = X. For SHA-1 one would need to try approximately 2^160 values of M until a match is found. As was noted before, for a particular X there are infinite number of messages M, such that F(M) = X.

2.3 Birthday paradox.

If we have an n-bit long secure hash F(M), then the question is how many messages M we need to try until we find a pair of messages such that their hashes are equal,         F(M1) = F(M2).

Since F(M) is a random function, we need to figure out how many random n-bit strings we need to generate, until we have a pair of equal strings.

This problem has been known in the theory of probability as the Birthday Paradox. How many people should be in a group, in order for two of them to have a birthday on the same day? It turns out that the solution is approximately the square root of 365 (which is the number of days in the year), or approximately 20. For a group of 20 people there will be high probability that two of them will have a birthday on the same day.

Coming back to the random n-bit strings, it turns out that one needs 2^(n/2) random n-bit strings to get a pair of equal strings. For a secure hash, this means, that taking 2^(n/2) different messages M one can with a high probability find a collision, i.e. two messages M1, M2 such that F(M1) = F(M2).

As an example, for SHA-1 one needs to perform approximately 2ˆ(160/2) = 2^80 operations to find a collision. This amount of computations is currently infeasible to perform.  To account for future computational speed improvements, NIST regulations require moving from SHA-1 to SHA-256 in 2010.

Due to the Birthday Protocol, the length of the secure hash has to be twice the length one would need if the Birthday Paradox would not exist.

2.4 MD2 and MD5.

MD2(Message Digest 2) and MD5 (Message Digest 5) are secure hashes developed by Ron Rivest at MIT. They are not Approved by the US government and have been broken, meaning, that methods were found to find collision pairs for these hashes. Historically MD2 was the first algorithm, after MD2 was broken, improved version MD5 was introduced, which was also broken later. Then NSA took MD5 and improved it to introduce SHA-0. Later a weakness in SHA-0 was found, and NSA modified it introducing SHA-1.  It is now clear, that SHA-0 can be broken. SHA-1 has not been broken yet, although in 2005 a group of Chinese researchers found a weakness in SHA-1 which reduced the number of operations required to find a collision from 2^80 to 2^67, which comes close to being computationally feasible. Since SHA-1 may be broken in the near future, US government is preparing to move from SHA-1 to SHA-256, which has a longer hash length of 256 bits as compared to 160 bits for SHA-1. 

Although MD5 has been broken, it is still used in a number of internet applications such as TLS, IPSec and SSH which will be discussed later.

2.5 Secure Hashes and Password Storage

Secure Hashes (such as SHA-1) are used to solve an important problem of password storage. In a naïve situation, a computer (such as a PC) stores all passwords on the hard drive and then, during login, compares the stored password to the password entered by the user. In this case, if an intruder steals the hard drive, he will have all the password. A better solution is to store secure hashes of the passwords, instead of storing the passwords themselves. During a login, the user enters the password. The password is hashed using, say SHA-1, and then the hash is compared to the hash stored on the harddrive. Since there is no way to find the password from its hash, even if the harddrive is stolen, the passwords will not be compromised. All modern operating systems, such as Windows and Unix use this method. 
3. Keyed Hashes.

3.1 General.

Secure Hashes (such as SHA-1) take only message M as the input, they do not take any key. Anybody can calculate a SHA-1 hash of a particular message, and everybody will get the same result. Sometimes it desirable to protect the hash with a key, so that only a person, which possesses a key can calculate the hash. In this case, the hash function F will have two inputs – message M and key K, so that instead of F(M) one has FK(M). Such a hash is called Keyed Hash or Message Authentication Code (MAC).

Keyed Hash or MAC is used to solve the message authentication problem. Let person A send a message to person B. How does B verify, that the message was really sent by A and not by somebody else? To solve this problem one can use Keyed Hash FK(M) in the following way:

1. A and B secretly agree on a secret key K.

2. Each time A sends a message M to B, A calculates Keyed Hash FK(M) sends it together with the message M.
3. When B receives M, he calculates FK(M)  independently using K.  He then compares the value he computed to the value attached to the message. If the values match, B concludes that the message was sent by A.
4. An outsider cannot forge a message authentication code, since he does not know K.
As will be discussed later, widely used internet applications such as TLS, IPSec and SSH use keyed hash exactly in the way described above to provide message authentication.

3.2 HMAC.

HMAC (Hash MAC) is the only Keyed Hash algorithm approved by the US government. HMAC uses SHA, and works by mixing the key K with the message M using SHA hash

FK(M)  = SHA(K  ( opad || SHA(K (  ipad, M))

Here: ipad = the byte 0x36 repeated 64 times ; opad = the byte 0x5C repeated 64 times

Here || means concatenation. 

HMAC is used as a keyed hash by such applications as TLS, IPSec and SSH. Depending which SHA version is used, one will have HMAC-SHA-1, HMAC-SHA-256 and HMAC-SHA-512. 

HMAC allows key K to have any length. Usually one uses keys of the same length as the output length of the corresponding SHA algorithm.

4. Secure Random Number generators.

4.1 General.

A Pseudo-Random Number Generator (PRNG) is a mathematical algorithm for generating random looking bits. A PRNG requires an input of an initial random string of bits called seed. After PRNG is seeded, it can be used to iteratively generate random bits, which are usually output in blocks. Since the algorithm is a deterministic algorithm, all random bits generated by the PRNG deterministically depend on the seed. 

A Secure Random Number Generator is a PRNG, which has the following properties:

1. It is not possible to determine the seed, having any number of random bits produced by the algorithm. In other words, if one, say, knows the first 1000 000 bits produced by the algorithm, one is still not able to find the seed.

2.  Having any number of random bits produced by the algorithm, its it not possible to predict the next bit. In other words, if one knows the first 1000 000 bits produced by the algorithm, one still should not be able to produced bit 1000 001.

The above properties are important for key generation. If, say, an internet server generates a key for user A using a Secure RNG, and then the same Secure RNG is used to generate a key for user B, then user A should not be able to guess the value of B’s key.

The strength of the RNG is the length of its seed. It is clear, that by trying all seeds and matching the RNG output bits, one is ultimately able to find the seed from the RNG output bits. Therefore, the seed shall be long. 

If a Secure RNG is used to generate a cryptographic key, the length of the seed shall be more or equal to the length of the cryptographic key being generated. For example, it does not make sense to generate an AES 256 bit key using a random generator which has the seed length of 112 bits. Otherwise, one would be able to find the AES key by trying 2^112 seeds, which would effectively decrease the key strength from 256 to 112 bits.

There are currently three Secure RNG algorithms Approved by the US government: ANSI X9.31, FIPS 186-2 and, infrequently used, ANSI X9.61.

4.2 ANSI X9.31

ANSI X9.31 algorithm is using Triple-DES cipher or AES cipher inside as a part of the mathematical algorithm used to generate random numbers. The ANSI X9.31 algorithm is using a seed of 64 bits. In addition to this, the internal Triple-DES or AES cipher requires a fixed key, which serves as an additional seed-like parameter. For Triple-DES ANSI X9.31 can be used with either two-key option (K1 = K3), or with the three key option (all three keys are different). The key used by Triple-DES or AES is called seed key in the ANSI X9.31.

The strength of the ANSI X9.31 RNG is the length of the seed (64 bits) plus the length of the seed key. For instance, if one uses Triple-DES with the three key option, the total strength will be 64 + 168 = 232 bits. 

ANSI X9.31 outputs bits in blocks of 64 bits for Triple-DES and 128 bits for AES. In addition to the seed it also constantly mixes in current system time into the calculation, and therefore, requires access to the system clock.

4.2 FIPS 186-2.

FIPS 186-2 RNG is defined in the FIPS 186-2 standard. It has two slightly different modes (x-mode and k-mode).   It uses SHA-1 internally to produce random numbers and outputs random bits in 320 bit blocks. FIPS 186-2 RNG takes a seed of 160 bits, so that the effective strength of FIPS 186-2 is 160 bits. FIPS 186-2 also can take another parameter of 160 bits at any time of its execution. This parameter is used to “refresh” randomness and is called XKEY or seed key in the terminology of FIPS 186-2.

4.3 ANSI X9.62.

ANSI X9.62 is a SHA-1 based random number generator, which is defined in an Appendix to the ANSI X9.62 standard. It is Approved by the US Government, but is not frequently used.

5. Asymmetric Cryptographic Algorithms.

5.1 General.

Discovery of asymmetric cryptography by Diffie and Hellman in seventies led to invention of such technologies as public-private encryption and digital signatures. All of these technologies are rooted in the original key agreement algorithm introduced by Diffie-Hellman.

5.2 Diffie-Hellman key agreement.

Encryption algorithms such as AES and Triple-DES require that communicating persons A and B possess knowledge of the key K. Then the question is, what to do if A and B do not have a shared key K yet, but have an insecure communication line, such as a telephone line, which is monitored by C. 

It first looks like there is no way for A to communicate the key to B. Indeed, if A sends the key to B over the insecure line, the key will become known to C.

The solution to this problem found by Diffie and Hellman allows A and B to agree on a secret key, with C not being able to determine the key. The algorithm is based on the following two facts:

1. For any four integers a, b, x and p

(xa)b   mod p = (xb)a   mod p

Here mod p means that multiplication is performed mod p.

2. For a large prime number p and another prime number x, the Discrete Logarithm problem is infeasible to solve.

The Discrete Logarithm is defined as follows:

Let W = xa mod p. For a given W, x, p, find a.

Discrete algorithm is a direct analogue to regular logarithm for the case of multiplication mod p. One can intuitively understand, why discrete logarithm is hard to find. Indeed, W =  xa mod p is a chaotically looking function. Adding a small number to a will lead to a large change in W. One way to solve discrete logarithm is simply to try all a, until a matches. For large numbers these solution becomes infeasible though, since there are too many combinations to try. Currently the problem is considered computationally unsolvable for p having length of 1024 bits or more. 

Below we assume that p is longer than 1024 bit, and, therefore, it is impossible to compute discrete algorithm. Then Diffie-Hellman algorithm works as follows:

1. x and p are fixed parameters of the algorithm, which are known to A, B, C

2. Person A generates a random number a, and sends xa mod p to B. 

3. Person B generates a random number b, and sends xb mod p to A.

4.  Now A and B generate a common secret key as K = xab mod p

5. In particular, A knows a and xb mod p, so that he can calculate K as                K = (xb)a mod p
6. B knows b and xa mod p, so that he can calculate K as K = (xa)b   mod p
7. C knows xa mod p and xb mod p. But C needs to calculate xab mod p, and there is no way to do it. If C could solve the discrete logarithm problem, and could calculate say a from knowing xa mod p, C could then use a to calculate the key as (xb)a   mod p. But discrete logarithm is computationally unsolvable, and C can not figure out the key.
Once A and B agree on the key K, they can use it with encryption algorithm such as Triple-DES and AES to exchange encrypted messages. Diffie-Hellman key agreement, and related algorithm constitute the base for data encryption on the internet. 

The computational infeasibility of discrete logarithm, and infeasibility of calculation of  xab mod p from xa  mod p and xb mod p have never been proven rigorously,` on the other hand over the year the efforts of breaking the algorithm did not succeed.

5.3 Public-Private Encryption. Elgamal Algorithm.

A public-private encryption algorithm is an algorithm where each person A has a public key and a corresponding private key. The public key can be used to encrypt data, but decrypting the data requires knowledge of the private key. If A makes his public key publicly available (publishes it in a newspaper), then everybody can encrypt a message using A’s public key, but only A can decrypt the message.

It is easy to see that Diffie-Hellman algorithm can be used as a public-private algorithm. In particular, instead of sending xa mod p to B, A can call xa mod p his public key and publish it in a newspaper. The corresponding value of a will be A’s private key. If B needs to send A an encrypted message, then B gets A’s public key, generates random b, derives K = (xa)b mod p, encrypts the message with K and saves it to a file together with xb mod p. When A receives the file, it first reads xb mod p, then derive K as K = (xb)a mod p and then decrypts the message using K.

Here are the steps again:

1. x and p are fixed parameters of the algorithm, known to everybody.

2. A generates a random number a calling it his private key.

3. A calculates xa mod p and calls it his public key. The public key is publicly distributed.

4. B needs to send A an encrypted file.

5. B generates a random number b.

6. B calculates common secret key as K = (xa)b mod p. 
7. B encrypts the message with K as a key, using, say, AES, and then adds xb mod p to the file.

8. A receives the file.

9. A reads xb mod p from the file and derives K using its private key a:               K = (xb)a   mod p. 

10. A decrypts the message using K.

The public encryption algorithm described above is called Elgamal encryption algorithm. As we see, the Elgamal algorithm uses essentially the same idea as the Diffie-Hellman algorithm.  

5.4 RSA Algorithm.

RSA algorithm is another public-private algorithm. It similar to El Gamal and is also based on modular multiplication of integer numbers. RSA was invented and patented by Rivest, Shamir and Adleman, and led to creation of a software company, RSA Security.

RSA algorithm subsequently lost its patent protection due to time expiration, and is currently in public domain. RSA is based on multiplication of integer numbers mod S where S is a multiple of two large prime numbers p and q, S = pq. RSA is heavily based on number theory results for this particular multiplicative group.

RSA uses for encryption a particular exponential expression involving S, which is known from the number theory.  It is known from the number theory that taking the inverse of this expression requires the knowledge of p and q. S will then become the public key, and p,q pair will become the private key. Deriving p and q from S requires factoring of a very large (say 1024 bit) number, and is infeasible, although the factoring techniques are constantly improving, and the current factoring record is about 700 bits.

Diffie-Hellman/Elgamal and RSA are the only public-private algorithms currently known. Both algorithms are used in such applications as TLS, IPSec, and SSH.

